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Improving Classifiers

Previous work: novelty detection in general is
often not enough by itself.
— False negatives extremely undesirable.
— Common solution: make the novelty detector model
very sensitive.
This introduces additional false positives.

Idea: leverage knowledge gained by supervisor
feedback

Application: Email Worms

Email worms have caused billions of dollars of
damage
— MyDoom, Sobig, LoveLetter, etc all spread by email

Signature-based methods are effective against
known worms only.

— Human element slows reaction times

— Need an adaptive first line of defense.

s )
Our Approach
« Novelty detection by itself is not enough.
— False negatives not acceptable, worm attack will
succeed.
— Too many false positives overwhelm network
admins

« Solution: two-layer approach to filter novelty
detector results.

Improved Worm Detection

1.Listento 6. Updatethe data 5 Human supervisor
on  corpus with results from  corrects fitered results

network  the human supervisor by acting on them.
1
Email Novelty Parametric Human
Data Detector Classifier Supervisor
false tives.

— Novelty detector
— Use secondary classifier to filter out false positives
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