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Abstract

Recent outbreaks of computer viruses and worms
have caused immense damage. Many widely
deployed virus detection and containment
technologies use techniques that work well on tfear

identified threats, but are not flexible enougtreact

to new virus outbreaks. To make matters worse,
contemporary worms spread at extremely fast rates
and are capable of exploiting several software
vulnerabilities.

In this paper, we present Adaptive Prevention
Environments (APE), an intelligent defense
mechanism against novel virus threats. We build a
model of network behavior using machine learning in
the form of a Gaussian Mixture Model fit to data by
the Expectation Maximization algorithm. The model
detects behavior anomalies indicative of virus
infection on local area networks. Once APE has
identified an infected computer, it can be quanaadi
from the network, preventing virus propagation and
further damage.

To evaluate the effectiveness of our approach,
we implemented a prototype of APE that detects
anomalies specific to e-mail traffic. Our initial
results based on simulated traces of normal and
infected e-malil traffic are promising. We antidpa
high ceiling on future research.

1 Introduction

It is a well known fact that malicious, self repliing
computer programs known as viruses continue to be a
major security problem that has already caused the
technology industry to lose billions of dollars in
damage and business. As an example, the 2001
outbreak of the Nimda virus cost the tech sect@5$6
million. Earlier the same year, the widespread &od
Red virus hit even harder, weighing in at $2.62
billion. Finally, in 2000, the spread of the emaius
Love Bug accumulated a staggering total of $8.75
billion in damages. [2] As industry, governmentsg a
militaries grow more reliant on computer systems,
the potential for a truly crippling virus attack is
immense.

While virus detection and protection continues to
be an area of intense research, the traditionahdes

against computer viruses deployed in the field have
not changed much in recent years. At the network
level, firewalls, which accept or deny network fiaf
based on a set of rules, can block ports used by
viruses to propagate or issue remote commands. At
the server or individual machine level, virus seasn
are typically installed, which scan all incomindefi
traffic to detect known virus signatures. [3]

The inherent problem with these methods of
protection is that they require human intervention
be effective against new threats. In the case of a
firewall, a network administrator must manually
reconfigure the firewall to block incoming traffic
from a novel virus. At the virus scanner level,
antivirus software companies must first analyze the
new virus to generate a signature for it. Thee, th
user must be depended upon to connect, download,
and install the update along with any necessary
patches. Unfortunately, recent events have
demonstrated that by the time humans can actively
respond to a new virus threat and accomplish these
tasks, it is highly possible that an infection liady
well underway. A practical example is the recent
MSBlaster worm, which infected machines on local
area networks at an incredible rate. [19] In fact,
previous research has shown that it is not only
possible, but feasible to create an internet wdrat t
can infect up to ten million hosts in roughly fdie
minutes. [18]

A potential solution to this problem is to design
and implement a system that is able to prevent
widespread infection by quarantining infected
machines until human intervention is possible. HSuc
a system must guarantee a fast reaction time, s we
as the ability to be effective against novel vidise

Our goal is to implement such a solution for
local area networks. To this end, we designed and
implemented Adaptive Prevention Environments
(APE). APE is a standalone program that monitors a
network for abnormal activity. Using unsupervised
machine learning, APE builds a model of network
behavior that it can use to detect anomalies ssch a
virus infections. The current prototype of APE is
limited to viruses propagating through email.
However, there is no reason why it cannot be easily
extended to monitor any level of the network
communication stack.



This paper presents the results of our work to
date. The following section gives a brief overviefv
previous research related to this paper. Section 3
describes the overall structure of the APE protetyp
as well as planned future versions of the software.
Section 4 discusses the theory behind the
unsupervised machine learning engine that is the
heart of APE. Section 5 evaluates our program,

shows how we tested APE, and discusses the results.

Section 6 talks of future work we have in mind for
this project, while Section 7 concludes this paper
with some remarks on APE and our technique in
general.

2 Previous Research

Recent work on worm analysis started after the €ode
Red epidemic in 2001. Code-Red infected 359,000
hosts during the first 24 hours of activation. An
enhanced version of Code-Red that used better
random probing of IP addresses reached its peak
infection rate of over 20,000 hosts per hour thas w
maintained for about 4 hours. [11] Since the Code-
Red worm, there have been several other worm
outbreaks causing immense damage. The most
noteworthy is the SQL Slammer/Sapphire worm that
was activated in January 2003. It was the fastest
computer worm in history, doubling its size every 8
seconds. It infected over 90% of all vulnerabletfios
within the first 10 minutes. [22, 13] An even more
virulent design of a hypothetical 'Warhol' worm has
been proposed by Nicholas Weaver at UC Berkeley.
The Warhol Worm uses topologically aware
partitioned scanning of vulnerable hosts. A variait
this class of worms called 'Flash Worms' use priori
information in the form of a hit list of potential
targets [18].

Code-Red and following worms have inspired
research into several countermeasure technologies t
contain worm propagation. [26, 12] Signature-based
countermeasures have mostly been deemed
ineffective due to the extremely fast infectioneraf
recent worms. Current research on containing these
worms is focused on automated detection of
anomalous network behavior. The La Brea project,
for example, attempts to slow the growth of TCP
based worms by slowing probes to unallocated
addresses. [7] This is accomplished by blocking the
thread making the probe. This technique however can
be easily circumvented by running the virus
asynchronously. Another approach described by
Twycross et al uses per-host TCP ‘'throttling' by
restricting the rate of new connections a machine
makes in a given time. [21] Apart from requiring
universal deployment to be effective, this techeiqu

involves the difficult task of determining the
threshold used to consider a TCP connection as.'new
This also makes it inflexible to changing network
behavior.

Email viruses are different from the various
worms discussed so far. Although they propagate
autonomously like traditional worms, they still
require human action to activate (e.g., opening an
email that results in an execution of a script, or
opening an email attachment). The SoBig email
virus, for example, activates when a user clicksaon
.pif email attachment on the Windows operating
system. Once launched, it installs itself in therlss
start-up folder and propagates by sending emails to
valid email addresses stored on the infected machin
via its own SMTP engine. It is also capable of
receiving updates from a 'master' host though the
network. Other email viruses such as Klez and Yaha
also propagate using their own SMTP engines.

One method of non-signature based email virus
protection is further work by Williamson on email
throtting as an extension to the TCP throttling
approach described earlier. [24] Williamson's
technique seeks to limit the rate at which email ca
be sent to new users as a way of slowing emaikviru
propagation. Apart from suffering drawbacks simila
to TCP throttling, the system works best if
implemented inside an actual SMTP server.

The use of machine learning in actual virus
detection is an area of research that is surptising
thin. Early attempts at learning models for the
detection of viruses use neural networks to findtbo
sector viruses. [20] However, the problem of
detecting virus propagation on a network is simitar
that of detecting malicious intruders. There hasrb
much recent work in this area using machine legrnin
that we believe is relevant.

Several previously published methods of
network intrusion detection involve variants of
signature detection. Signature detection usearligs
of past attacks and rule-learning techniques to
identify attacks on the network. Paxon's work on B
provides a strongly-typed language for implementing
policies to deal with abnormal events detected on
network streams at a TCP/UDP level. [15] However,
we believe this technique is inadequate because
modern virus attacks can overwhelm network
resources before supervised learned systems can be
manually updated to provide protection against new
threats.

More recent work applies dynamic learning
techniques to intrusion detection. Chan, Mahoney,
and Arshad's work on Learned Rules for Anomaly
Detection (LERAD) and Clustering for Anomaly
Detection (CLAD) constructs rules for valid traffic
from known clean data that is filtered by CLAD
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Figure 1. The planned architecture for Adaptive Protectionremments.

using a k-Nearest Neighbors approach. These rules
are used to score violators. [1]

While there are a wide-variety of available
models for providing online novelty detection [9],
APE is based on Gaussian Mixture Models (GMMSs)
and is trained using the EM algorithm for parameter
updates. [6, 10] This algorithm has been further
extended to incremental and sparse variants [Neal
and Hinton] as well as to partial updates. [10]

There is an entire statistics community devoted
to the problem of outlier detection in unsupervised
learning situations. An overview of this field is
provided in Markou et al's work on parametric
approaches and non-parametric approaches, while
more recent research has revealed the utility of
Support Vector Machines (SVMs) in this area. [8]
Outlier detection with GMMs has been implemented
using several approaches including classical extrem
value theory and more recently using data-mining
techniques such as were employed by the SmartSifter
system. [4, 25].

3 Architectur e of APE

APE is designed with the overall goal of providing
consistently high throughput in the analysis of
network traffic. To meet this goal, we chose a
modular architecture not unlike that of the Click
router as the basis for APE. [5]

Each module in APE encapsulates a separate
stage in the process of network traffic analysis.
These stages are joined together using queuesno fo
an event-driven pipeline. On startup, each module
assigned a thread in which to run. This creates a
modular architecture reminiscent of the work on
Click, but using threads as the unit of concurreincy
a manner similar to research done on Scalable Event
Driven Architectures, or SEDA. [12] We expectsthi
design will provide good performance even under
high load.

APE is implemented under Linux version 2.4.18
using gcc version 3.2. The Perl components of the
current prototype are interpreted with Perl version
5.8. Threading is handled by the Linux threaddliir
pthreads, and packet sniffing is handled by thgpca
library.

Figure 1 gives a visual overview of the modular
architecture we have planned for APE, while figRre
shows the form of the first prototype of our system
that is evaluated for this paper. In both figures,
captured email goes into the pipeline and is
incorporated into the model of network behavior.
The model classifies the email as infected or clean
using what it knows about what is considered
‘normal’ network behavior. This classificationfésl
to the network manager, which must decide if the
user who sent the email is infected by a virusair n
and then take the proper action.

The following sections will give an overview of
the functionality of each module, including
comparisons between the prototype version currently
implemented and our planned architecture. Section
3.1 will discuss the packet sniffer and assembler

modules.  Section 3.2 will describe the feature
generator.  Finally Section 3.3 will outline the
machine learning engine and network manager
modules.

3.1 The Packet Sniffer and Assembler

As is shown in figure 1, the first stage of APE
handles copying traffic from the network, which is
then pushed onto a queue for the next stage to
process. Although our current prototype focuses on
email, this module has also been implemented at the
packet level using the Linux pcap library to captur
and filter packets.

The next module in the pipeline is the assembly
stage, which takes traffic off the queue and ast=snb
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Figure 2. The current architecture of the prototype of APBleated in this paper.

it into useful data. As shown in figure 2, the remt
version of APE reads from pre-captured email, which
replaces the network capture and assembly stages.
For this reason, the assembler module has not yet
been written.

3.2 The Feature Par ser

The next stage in the APE pipeline takes the
assembled emails and generates vectors of feature
values describing each email. Both per-email and
behavioral metrics are used when generating these
features. The actual methods used to generate the
features will be discussed in Section 4.

In the current prototype of APE, this module has
been implemented in two parts. The feature vector
generator itself is currently written using the IPer
programming language, as is shown by figure 2. The
reason for this is that Perl allows for rapid
development of parsing algorithms. Once the vector
is generated, it is then sent to the APE prograimgus
Linux socket communication. The first stage of the
prototype pipeline then parses the incoming feature
vector and puts it on a queue for the machine iegrn
engine to use.

A machine learning model is only as good as the
features it learns on; to this end, metrics to geee
feature vectors were constantly experimented with
throughout the development phase of this project.
Once the feature generation is finalized, we will
eliminate the Perl part of this stage and implement
the module in C++ for speed, adding it into the
pipeline as is shown in figure 1.

3.3 The Machine Learning Engine and Network
M anager

Once an email has been successfully captured and
processed, the next stage is to classify and learn
the new data using unsupervised machine learning.
Our learning engine consists of a Gaussian
Mixture Model (GMM) that is trained using the

Expectation-Maximization (EM) algorithm. Details
on the implementation of the model will be covered
in Section 4 of this paper.

In both the current prototype and the future
version, the learning engine pulls feature vectars
of the incoming queue and then attempts to classify
the points that have been passed to it using Extrem
Value Theory (EVT). If the vector is not classifias
indicating viral infection, the engine learns on it
adding it to the overall model of network behavior.

If the vector is classified as a virus, it is then
placed in the queue for the next stage in pipeline.
This module is the network manager. In the
prototype described in figure 2, the network manage
stage just prints out the offending vectors andctvhi
machine generated the emails they describe.
However, in our future version, we will need to teri
heuristics for this module to take these clasdifices
and decide if a given machine is actually infeabed
not. Ititis determined to be infected, the medwill
take some action to quarantine that machine.

4 The Machine Learning Engine

4.1 An Overview Gaussian Mixture M odels and the
EM algorithm

A classic approach to machine learning is the
development of a model capable of distinguishing
classes of objects based on a set of features that
describe such objects. The model we chose, a
Gaussian Mixture Model (GMM), is one example of
a model for approximating probability distributions
in high dimensional feature spaces. A GMM is a
constrained linear superposition of Gaussian
(Normal) Distributions whose sum approximates the
more complex distribution the model is representing
that is, the model consists of several Gaussian
distributions that when added together with a weigh
on each Gaussian produces the probability of each
point in the distribution’s space. Such a “mixtuoé



Gaussian distributions can be made to approximate
any probability density function. The constraints
placed on the model are the classic probability
axioms. These are 1) the weight on each Gaussian i
greater than zero 2) the sum of the weights isamke

3) the probability of a point in the feature spase
given by the weighted sum of each distribution’s
probability at that point. The last of these coaists
can be expressed as follows. If thth Gaussian
distribution of the model has a weight a meary,,

and a covariancg;, then the model represents an m-
dimensional distribution given by:

1) Pew (X)ziﬂi*N (xIm. %)

) = 1 () 5 (xm)

@ Nixiwx (27) de(x)

where the mearmu and the covarianc& of each
Gaussian are defined as classical statistics désgri
that Gaussian.

Now that the model has been defined, we show
how the parameters of the model, namely the weight
7T, meany;, and covariancg; of thei-th Gaussian,
can be made to optimally represent the training dat

set X,,, ={x,:n0L2K ,N}. A typical goal of
learning is to produce a set of parameters,
0, :{(rri,ui,):i):iﬂl,ZK k}, such that the

M

likelihood, or probability, of the model given tdata

is maximized. One such technique that can achieve
this maximum likelihood is the widely used
algorithm expectation-maximization (EM).

The first step of EM, expectation, calculates the
expected value of each data point given each
Gaussian in the model. In our case, this expected
value corresponds to the probability of the datatpo
given the model. These expected values are then
used in the second step, maximization, to update th
parameters of each Gaussian distribution. This two
step cycle continues until the parameters have
sufficiently converged, a condition guaranteed to
occur within a finite number of iterations. Morewy
as can be shown, the EM algorithm will converge
towards the best fit of the Gaussians to the data.
However, EM is prone to local extrema, or globally
sub-optimal solutions that appear optimal at alloca
level. For a more complete description of GMMs
and the EM algorithm and its application to fitting
Gaussian Mixture Model to observed data, refer to
Jordan’s work. [6]

We first discuss the maximization step of our
algorithm. Because we chose to use a Gaussian
Mixture Model the maximization step is dictated

entirely by the statistical interpretation of theean
and covariance of each of the GMM’s Gaussians. In
order for the maximization step to calculate the
parameters for the next, ot+l)-th, update of the
model, the expectation of the current, D+tf, model
gives Z':](t), the contribution of the n-th data point to
the i-th Gaussian. This is the percentage of
ownership thd-th Gaussian has over tineth point.
Thus, the new parameter estimates for ik
Gaussian are simply the average weight allocated to
the Gaussian, the weighted mean of the points
“‘owned” by the Gaussian, and the weighted
covariance of the points “owned” by the Gaussian.
These weighted parameters will maximize the
likelihood of the model with respect to the expdcte
values given in the expectation step. The paramete
updates can be expressed as follows: [6, 10]

While these equations are sufficient to perform
EM, they can be rewritten in terms of their data
moments M of the GMM. The following
reformulated equations allow for greater numerical
stability and simplifies the task of implementing
other variants of EM: [10]

(r;(l) )a (x, )b

M=

6) M, (ab

~

5
o

t+1) _ Mi (1’ O)
(7) ]7;( - Mi (0,0)

e - M (29)
(8) = Mi (1, 0)

t4) _ M, (1' 2) 1+1) ) |7
) ﬂ)—Mam—wwxwﬂ

We now describe the expectation step. The
generalized expectation step is defined by a panrtit
function 7 that divides the ownership of point
among the Gaussian components of the GMM,
commonly by minimizing a distance or error

measure. In this frameworl," is a measure of the
degree of ownership of the data powmtattained by
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Figure 3. A plot of the log-likelihood of the GMM trained &pproximate the distribution that generated a sampl
two-dimensional training set. On the left is atoam plot of the log-likelihood overlaid by the imang data. On the
right is the log-likelihood surface plot overlaigl the training data.

thei-th Gaussian given the model’'s parameters at the
current {-th) update step. These measures are
constrained such that the sum of the weights for a
particular data poink,, is one, i.e.

@o) > rv=1

However, this constraint can be relaxed when aertai
data points are more relevant than others.
There are several ways of defining these

measuresin(’). As an example, during the

initialization of our model we use the K-Means
algorithm. Under K-Means, the expectation step is
discrete assignment of each point to one of the
Gaussians of the mixture model. This is done
according to the minimization of Euclidean distance
as given by the following equation:

@y o= 1 ifi =argjmin“xn —pﬂ."“

0 otherwise

Once the K-means initialization is complete, our
algorithm becomes classical EM by simply switching
the partition function described above. The ctassi
expectation partition function is the probabilitftbe
i-th Gaussian component of the GMM given of the
th training pointx,: [6]

0 = p(zi(t) =1)x, ,g(t))
0 N, 1 20

3 [ o )]

where N(*) defines the normal probability density
function as given in equation (2).

To show how well a Gaussian Mixture Model is
able to approximate a probability density function,
two-dimensional data was generated from three
normal distributions. The resulting fit of a GMM t
this data is shown in figure 3 as a plot of the-log
likelihood of the model overlaid by the actual
training data.

(12)

4.2 OnlineEM

To make EM into an on-line algorithm able to
quickly adapt to changes in network behavior, other
variants must be employed. In classical EM, the
expectation and maximization steps are prohibiivel
large as they require a full scan over the enticdty
the training data. Moreover, classical EM appreach
evolves too slowly since most of the data being
trained on is old and possibly outmoded. Hence,
modifications of EM known as GEM and ECM, have
been proposed to make up for these deficiencies.
Variants of EM known as Generalized
Expectation-Maximization (GEM) algorithms modify
EM by only updating based on a subset of the data.
[14] These GEM algorithms include the partial E-
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Figure 4. A plot of the EVT probability of the GMM used indtire 3. On the left is a contour plot of the EVT
probability overlaid by the training data. On tight is a surface of the EVT probability overldug the training
data. Note that the EVT surface was shifted doyt bo the data would be above the surface plot.

steps that we plan to implement in future versiohs
APE and are discussed in more detail. [10]

Other variants of EM algorithm modify the
expectation step and are collectively known as
Expectation Conditional Maximization (ECM)
algorithms. [14] By modifying the partition funoti
used in the expectation step, ECM algorithms can
streamline EM convergence or implement additional
constraints. Using ECM, an on-line version of EM
can be constructed by adding aging into the
expectation step of our algorithm. This on-linénag
can be implemented by multiplying our classic
expectation’s partition function by an aging fupati
constructed to reduce the value of the partition
function for older data points, such that:

@3) Y =A(t,)Y

(14) A(t,)0[0.0...1.9

where preferably A(*) is a monotonically decreasing
function from 1 to 0 andf, is some measure of the

elapsed time for the-th data point. Thus as the data
grows older, its relevance to the model decreases,
the model is able to evolve to modern behavioremath
than being hindered by old irrelevant data. Itudtio

be noted that this functidtf’, violates the
constraints placed on partition functions in ecprati
(10). However, this violation is valid since, igilag,

different points are considered more relevant than
others.

4.3 Extreme-Value Theory

One of the most important functions of APE is its
ability to classify incoming network traffic based

a model developed from training on a set of
unlabeled data. The traditional approach to ngvelt
classification via a Gaussian Mixture Model falls
under the area of statistics know as Extreme-Value
Theory (EVT). The central idea of EVT is to
calculate the probability that a new data pointas
not generated by the underlying distribution that
generated the training data; that is, the proligbili
thatx is an outlier.

To calculate extreme-value statistics for
Gaussian Mixture Models the Gumbel distribution is
used. The Gumbel distribution is a specific instan
of the generalized extreme-value (GEV) distribution
with the A parameter of this distribution, below,
approaching zero. The GEV and Gumbel
distributions are defined as follows: [17]

(15) vy, =0, (x-u,)
(16) Po (X=xAu,0,)= exp{—( A yw)fm}
(A7) Puwa(X <Xl p,,0,)= exp(— exd- y"))

where X is a random variable drawn from the
underlying distributionx is point being considered as
an extrema, angk, and g,, are “norming parameters”

from the underlying distribution. These “norming
parameters” are defined asymptotically for the



distribution D:|N(0,1)| (a one-sided
distribution) as: [17]

normal

(18) u :m_lnlnm+ln2ﬂ

v2Inm
_ 1
(19) o,= v2Inm

wherem is the number of training points drawn from
the underlying distribution. For more on extreme-
value theory see work by Roberts and Gumbel.

Since extreme-value distributions are univariate
and feature spaces are multivariate, we must éxdrac
statistic from the model that describes the distanc
between points in the feature space and the
distribution described by model. In terms of
Gaussian Mixture Models, this statistic is the
Mahalanobis distance between a data poianhd the
Gaussians of the GMM. This distance measure is
defined for the i-th Gaussian (megm and a
covariancex)) of the GMM as:

20) h(x)=y(x-p) =" (x-n)

We can define our extreme value probability
measure strictly in terms of*, the Gaussian
component of the GMM that minimizes the
Mahalanobis distance to the data point, since the
closest Gaussian dominates the extreme-value
analysis. It can be shown that the EVT probability
measure of a point relative to a GMM is given bg th
following equation: [16, 17]

(21) P(xIM) = Ryu( X, < h(x)] m)

wherem is the number of training points supporting
the GMM andm, = miiz .

Using the Gumbel distribution for the
component-wise Mahalanobis distance of the GMM
produces a probability distribution that describies
probability that a point is an outlier to the urigizlg
GMM. Unlike the smoothly varying surface of log-
likelihood seen in figure 3, the EVT distributioarf
the sample GMM changes rapidly to a probability of
one outside of the sample data. An example EVT
plot using the same data as in figure 3 is shown in
figure 4. Not only is the border of GMM is clearly
defined, but also the threshold values used tmnédefi
outliers of this distribution correspond directtythe
probability that a point is an outlier rather treome
ad-hoc threshold.

4.4 Feature Generation

In between the model and the network, APE must
extract features from network traffic to provide a
representation of network activity to the modeheT
choice of these features is a critical decisioatiges
that fail to distinguish between viral and non-vira
activity cannot produce a model capable of making
that distinction irregardless of the model. Henbe,
goal of our feature research is to produce a featat
with a maximal degree of interclass variation.

APE attempts to distinguish between two classes
of network activity, normal and viral, in which gir
classes are considered outliers to the normal .class
To this end, we have defined two types of features:
those derived on a per e-mail basis, and those
describing network behavior on a per machine basis.

Feature values calculated on a per e-mail basis
are:

- Number of attachments

- Total size of attachments

- Number of characters in the subject text
- Number of words in the body

Features describing network behavior over a

sliding window are as follows:
- Frequency of emails sent
- Ratio of emails with attachments to
those without
- Number of different destination
addresses

These features were chosen as a first
approximation of potentially relevant features. rOu
choices were based on observations and reading on
viral activity. Feature research is an ongoing pér
this project that is further discussed in futurekvo

5 Evaluation

The ideal evaluation of our prototype would be to
perform real time processing of email data from a
live network. However, due to time constraints and
privacy issues involved in manipulating email data,
we explored the next most feasible option. To
evaluate APE, we created a Network Email Traffic
Simulator based on real email data from several
email accounts. The simulator is written using Java
1.4.2, uses Java Mail API to parse emails, and is
described in detail in the following section.

Despite the fact that our data is simulated, we
believe that using it will still provide insighttim the
performance of APE. Previous research on email
traffic patterns [24] shows that email activity e
spontaneous, with long periods of inactivity (e.g.,
during the night). In a typical local area netwdte
percentage of emails sent at a high rate (more than



Table 1. Summery of preliminery r=sults obmined by testing the APE prototrps with simulated traces of normal and
infaced amail traffic. The numbars shown are caloulsted 2= percantzges of totzl amails in the trzce.
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% Falza Dositives |
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No Fims o 21 E N/A
Anna Eournitova 12 o0 5 5
SoBEF 32 i 2 1z
Test Firws 0 21 4 5
email per minute) is usually low. Normal email sser long trace from several email accounts. For

follow some sending address locality over time; a
behavior quite different from an email virus that
attempts to send emails to several different adéses

in a relatively short time. The traces generatgd b
our simulator follow these patterns. In addition,
since our simulator generates a trace based on real
email data, we believe that it models actual emalil
content accurately.

5.1 The Network Email Traffic Simulator

To generate a repository of real email, we gathered
outgoing email from several accounts on the same
network. The accounts chosen had a varying degree
of activity, with the most active user sending ttdi
more than 75 emails per week whereas the most
passive user sending about 5 in the same timederio
We then built a simulator that reads user emasksfil
and generates a trace file sorted by email sending
time. A similar simulation technique was used by
Williamson in evaluating the Email Virus Throttle.
[24]

To simulate traces with infected machines, the
simulator can insert a stream of virus emails i@ th
trace file. The infected user(s), infection timegsd
average number of virus emails sent per minute can
be configured in the simulator. The simulator itser
virus emails with slightly randomized sending times
in an attempt to acknowledge network congestion
delays while sending email. The simulator generates
virus emails by randomly selecting one from a per-
virus-pool of infected emails. These infected dsnai
were carefully constructed to be replicas of actual
virus emails. The destination address of the virus
message is selected at random from a fixed set of
email addresses for the infected user. This siraslat
the fact that several email viruses propagate by
retrieving emails from email address books (or othe
similar sources on the infected machine).

5.2 Experiments and Results

We tested our prototype on normal email traffic and
three different email viruses, namely 'Anna
Kournikova', 'SoBig.F', and a virus we created to
exhibit different behavior from known email viruses

Each experiment was performed with a two week

experiments with simulated virus infections, thece
reflected an arbitrary user getting infected after
approximately one week. A summary of our results
is given in table 1. Details on specific experitsen
and their results are discussed in the following
sections.

5.2.1 Normal Email Traffic

Using the simulated email trace described eadier,
prototype classified over 90% of emails correctly
when no viruses were inserted into the trace. As
table 1 shows, approximately 9% of the total emails
were classified as false positives. We believe tha
this is because they differed significantly fronmert
emails, and the features currently used for oureghod
are too sensitive.

5.2.2 The AnnaKournikova Virus

The AnnaKournikova virus activates when a Visual
Basic script attachment in the virus email titled
'‘AnnaKournikova.jpg.vbs' is opened. Once activated,
the virus propagates by sending replicas of itgelf
everyone in the infected user's address book wéh t
same format. [19]

We model the Anna Kournikova virus in our
trace by inserting 50 infected emails with the same
content, attachment size and name as in the actual
virus email. After searching for potential email
targets, the Anna Kournikova virus sends out irgfect
emails as fast as it can. Hence, we simulate the
average number of infected emails sent per minute a
a rate of 30 emails per minute.

As table 1 shows, our prototype successfully
classified around 90% of AnnaKournikova-infected
emails. Among the emails detected inaccurately, we
got approximately the same number of false pogtive
as false negatives.

5.2.3 The SoBig.F Virus

The SoBig virus is relatively difficult to deteciav
statistical methods in general. This is because it
propagates by sending nine different email messages
and attachments, causing high variation in infected
email traffic. The virus propagates via its own SMT



engine, and sends itself to email addresses foound i
files with eight particular extensions on the inéxt
host. [19]

Our trace for the SoBig virus contains 100
infected emails. The number of infected emails is
more than that used in the AnnaKournikova virus
because SoBig performs a more extensive search for
email addresses to propagate itself. Each viruslema
added to the trace was obtained from a set of nine
emails that exactly represent the actual SoBigsviru
emails in terms of message content, attachment size
and attachment name. Like the Anna Kournikova
virus, SoBig sends emails to the retrieved emalil
addresses as fast as possible. Hence, we simbéate t
spread rate in the trace at a rate of 30 emails per
minute.

APE's classification results for SoBig are not as
accurate as the Anna Kournikova virus. As given in
table 1, approximately 79% of the total emails were
classified correctly. Unlike the Anna Kournikova
virus however, false negatives were 12 times the
number of false negatives. This can likely be
attributed to the fact that approximately 30% df al
the emails in the trace were infected. We surmise
that the reason for lower accuracy with SoBig i th
high variability email virus content. While such
variability will most likely lead to lower accuradgr
any statistical model, we believe that our rescits
be further improved in the future by more
experimentation with the feature set being used by
the model.

5.2.4 The Test Virus

To test different virus behavior, we created a test
virus that behaves differently from the SoBig and
Anna Kournikova viruses. In particular, we simuthte
the spread of the virus at a much slower rate--
approximately 30 times slower than the rate of the
previously discussed worms.

As table 1 shows, our simulation results show a
high percentage of correctly classified emails {ove
90%). We believe this to be a major contribution
towards mitigating the grave threat of the moretlsub
and hard-to-detect 'Stealth Worms', described by
Vern Paxson, et al. Such worms spread
surreptitiously, masquerading themselves as normal
network traffic, and have a lesser chance of being
detected via Intrusion Detection Systems that monit
network traffic for anomalies at lower granularity
levels. [18]

6 FutureWork

APE is an ongoing research effort with several asen
for potential improvements. We believe that thesto
important of these are the completion of the planne
APE architecture and improving the underlying
learning techniques used by APE to make them more
robust. The following sections will give more deta
on what direction we think future work should take
both of these areas.

6.1 Structural Work

The initial version of APE implements a reduced
subset of our planned architecture. Some of the
modules are still under development. In partigular
APE currently lacks the ability to directly obtand
reconstruct packets from the network, for now
relying on other packages to do this. In addititwe,
module for feature generation, currently implemdnte
in Perl, has yet to be directly incorporated infeEA

The APE project to date has only been applied to
email traffic. However, future work could extend
APE to handle more general types of traffic by
including network monitoring on the UDP/TCP level.
Such an extension would require new feature
research, as it is not as easy to extract feafuves
these more generalized streams of information.

6.2 Learning Work

The current implementation of APE uses a GMM for
unsupervised learning of network data. While this
model might prove to be best suited to the task of
novelty detection on real time network data, other
models must be compared in future versions of APE
in order to maximize the utility of the softwarédn
particular, the recent successes in one-class SWMs
the domain of unlabeled novelty detection should be
considered in future study. [8]

Future GMM development for APE should
include additional functionality to make the model
more robust. In particular, data aging for online
GMMs has not yet been implemented. This or a
similar technique will necessary for a fast-evolyin
network model. Similarly, other techniques such as
using partial E-Steps for faster updates and
techniques for dynamically changing the number of
mixture components such as Gaussian splitting
should be considered for future versions of APE.
However, in implementing such features, one must be
careful to avoid classic learning pitfalls suchoasr-
fitting, which seriously hinder the model's ability
adapt to changing network behaviors. [10]



There is also a great deal of work that remains to
be done in the area of feature research. Thi®giroj
shows that GMMs built on primitive features are
capable classifying E-mail traffic. However, our
current feature set had too high of an error rat a
failed to adequately identify the SoBig virus.
Stringent feature research is still necessary.
Techniques such as principle components analysis
(PCA) could potentially be used as an analysisitool
order to reduce the number of dimensions, thus
helping to avoid the curse of dimensionality that
often plagues learning models. [6]

The final area of future work in learning is how
APE classifies machines as infected. While novelty
detection is able to detect abnormal network bedravi
with moderate success, the significant number of
false positives might unnecessarily hinder unirddct
users. Future versions of APE will need a fully
functional module for classifying users as infected
based on the classification of their network atiggi

6.3 Future Testing

Robust stress testing using real live network dalia

be necessary to verify that the completed APE
software is capable of handling large amounts of
network traffic. Such testing should include a evid
variety of viral attacks, including attacks spemfly

designed against the APE's detection mechanisms.

Finally, APE should be deployed on real networks.
This will verify that it performs as expected oralre
network traffic, providing users with real-time wi
protection without interfering with user productji

7 Conclusion

APE, or Adaptive Protection Environments,
demonstrates that it is possible to build a program
that detects computer virus infections via network
behavior. We believe that our approach is more
effective at reacting to new viral threats thanrenr
commercial rule-based virus protection software.
This is because our technique involves unsupervised
learning on network transmissions, making APE
adaptive to anomalies in the network activity oy an
given machine.

Our performance analysis on a preliminary
prototype of APE backs up this claim. Initially
limiting ourselves to email activity, APE was albte
detect upwards of 90% of emails from a simulated
infection of a novel virus we created expressly to
have different behavior than known email virusés.

a real network, APE would be able to detect an
infection from this virus and quarantine the inéztt
machine almost immediately, whereas traditional

virus scanners would require database updatesebefor
being effective.

While there is much work yet to be done on
APE, we sincerely believe that this project could
eventually provide a viable first line of defense
against the spread of viruses and other malignant
traffic. Our prototype demonstrates APE's feaitybil
and potential; with further work, we anticipate riggpi
able to release a deployable tool that could greatl
contribute to the struggle against virus attacks.
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